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 Safeguards
◦ Accounting for and reporting of nuclear materials in full 

compliance with the IAEA requirements

 Security
◦ Interface between nuclear material accounting and 

protection of nuclear material

 Information Security

◦ Sensitive data protection in multiuser environment  against 
external attacks and inside threat 
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Functional Layers 
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 Web based application (only freely 
available internet browsers like Google 
Chrome, Firefox, Internet Explorer are 
needed to run the program)

 Based on Microsoft SQL Server 2014  
Express

 Development tool is Microsoft Visual 
Studio 2013

 There is no need of license fees and 
additional program tools – only MS Office

 Installation on Windows 7, 8, 10,   
Windows Server 2008 and 2012

 Installation on 32 and 64 bit computers

 Installation is simple – one click 
installation
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I. SAFEGUARDS
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 NUCMAT was developed with taking into account 
requirement/rules of following documents:

 The Structure and Content оf Agreements between the 
Agency and States Required in Connection with the 
Treaty on the Non-proliferation of Nuclear Weapons, 
INFCIRC/153

 Code 10 of General Part of Subsidiary Arrangements to 
the Agreement between Country and IAEA for the 
Application of Safeguards in Connection with the 
Treaty of the Non-proliferation of Nuclear Weapons

 Format of Accounting Reports Submitted on Magnetic 
Medium or by e-mail (Fixed Code 10), IAEA

 Nuclear Material Accounting Handbook, Services Series 
15, IAEA, Vienna, May, 2008
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 Accounting of NM at all levels

◦ State

◦ LOF
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Main Capabilities and Features 
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 Implementation of main inventory change 
processes of NM

 Calculation and update of inventory of NM of 
all types and categories

◦ Source Material Accounting

◦ Special fissionable materials accounting

 Calculation/closure of material balance of NM 
of all types and categories
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 Generation of all reports required by 
IAEA (Code 10 Format)

◦ ICR

◦ MBR

◦ PIL
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‣ Automatic Management of 
General Ledger

‣ Generation of additional 
reports like, LII for IAEA and 
local authorities inspections

MATERIAL BALANCE REPORT (MBR) FORM R.03

COUNTRY...…NN........... REPORTING PERIOD, FROM ..…020817…..TO...…031020........

FACILITY....…NNB-..................... REPORT NO.   53

MATERIAL BALANCE AREA....…NN-B.................. PAGE NO. …1...... OF ....…1........ PAGES SIGNATURE:

1 5         9 25        28 31 45     52         70 74 80
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1 3 18 37 38 46 48 56 73 74 78 80

1 PB E 10000 G 7000 G 7

7

2 RD E 500 G 400 G 7

7

3 LN E 300 G 200 G 7

7

4 SF E 100 G 90 G 7

7

5 SD E 200 G 150 G 7

7

6 BA E 9900 G 6960 G 7

7

7 PE E 9900 G 6960 G 7

7

8 PB P 5000 G 7

7

9 NP P 500 G 7

7

10 SF P 1000 G 7

7

11 SD P 2000 G 7

7

12 BA P 2500 G 7

7

13 PE P 2500 G 7
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 Localhost/nucmat or server_address/nucmat
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 Home menu:
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 Nuclear Materials menu:
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General Ledger (D, N, E, U):
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• Creation/update of MBAs
• Creation update of flow and inventory KMPs
• Creation/update of nuclear material disposition 

layouts 
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II. SECURITY
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 Tracking history of NMs
◦ All Information about nuclear material even after shipment, loss, 

exemption , transfer to waste is kept in the history of the nuclear material
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History of NM
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 Inventory Logs
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Logs
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 Login/Logout
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Logs
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 Backup/Restore
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Logs
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 Reports
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Logs
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III. DATA SECURITY
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 Authentication and Authorization 
◦ Confirmation of the identity of a users

◦ determination what user can and can’t do within NUCMAT

 SQL Injection attacks
◦ No SQL scripts can be passed (no use of string concatenation)

◦ Using stored procedures and SQL parameters

 Script exploits
◦ No possibility to post scripts: ASP.NET prevents users from typing 

most script code into a form field and posting it to the server. 

 No use of cookies

 Use of “private” variables in the code instead of “public” 
variables
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 Super-admin 
◦ Can do everything

 Supervisor
◦ User management

◦ Log browsing

◦ Report generation

◦ Browsing of nuclear material inventory

◦ NO Inventory changes

 Write
◦ Browsing of nuclear material inventory

◦ Inventory changes

◦ Report generation

◦ NO access to Logs

◦ NO access to user management

 Read
◦ Browsing of nuclear material inventory

◦ Report generation
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 Limited access to database: Access only to 
the MBA to which user have access granted 



 NUCMAT randomly generated passwords
◦ Minimal length – 13 symbols,

◦ Shall not coincide with name of user,

◦ Shall not have meaning, 

◦ Shall contain elements from ALL following 
symbols: 

 Upper case character(от A до Z),

 Lower case character(а до z),

 Main10 numbers (0-9),

 Special symbols (for example, $, #, %).

28



29



 User entered password
◦ NUCMAT evaluates meeting with above mentioned 

requirement

◦ Users are strongly recommended to use ONLY 
passwords that get “excellent” grade by NUCMAT 
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 Protection against robot-attack: 
◦ CAPTCHA after 3 failed attempts 

◦ lock out after 10 failed attempts 
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 Independent Security Vulnerability Test Result
◦ Overall – good

 Data Encryption
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Central Server, 
NUCMAT. 

Generation of 
IAEA reports

Central Server, 
NUCMAT. 

Generation of 
IAEA reports

Facility 1. Process 
automation tool. 

Generation of 
Excel reports

Facility 1. Process 
automation tool. 

Generation of 
Excel reports

Facility 2. 
NUCMAT. 

Generation of 
Excel reports

Facility 2. 
NUCMAT. 

Generation of 
Excel reports

VPN + 
encryption

VPN + 
encryption or 
direct 
connection to 
central DB

PGP encryption 
+ email

LOF. NUCMAT. 
Generation of 
Excel reports

LOF. NUCMAT. 
Generation of 
Excel reports

VPN + 
encryption or 
direct 
connection to 
central DB
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 Export import Facility and LOF information:



IV. QA/QC
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 Preventing not allowed symbols:
◦ Drop down lists, cross-references
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 Preventing not allowed symbols:
◦ Customization of the drop down lists
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 Preventing data falling out of acceptable 
range:
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 Preventing duplicate serial number:
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 Activity error log
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 Install error log
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