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Nuclear Facilities are sabotage risks

How do we protect different
systems and inventories

Any deliberate act
directed against a
nuclear facility or nuclear
material in use, storage
or transport which could
directly or indirectly
endanger the health and
safety of personnel, the
public or the
environment by
exposure to radiation or
release of radioactive
Ssubstances”.

—INFCIRC 225, Rev

5 (NSS-13)



Vital Areas (VA) are established to include
potential direct release, and indirect release

“Nuclear material in an

/ / Indirect sabotage amount which if dispersed
N\ based upon could lead to high radiological

# system failures consequences and a

e 4 leading to minimum set of equipment,
= radiological systems or devices needed to

B s v I release prevent high radiological

' consequences, should be

located within one or more

vital areas, located inside a

protected area.”

Direct sabotage
associated with
inventories that
can be directly
,’,; threatened for
- release.

(NSS-13, Section 5.21)

How do we define Vital
Areas?




Vital areas are defined as areas with nuclear
material inventories or that contain
components critical to protect |

. Limited Access Area: Designated
nuclear material area containing a nuclear facility

and nuclear material to which
access is limited and controlled for
physical protection purposes.

Protected Area Protected

Vital | Vital Vital Protected Area: Area inside a
I Area I Area I Area limited access area containing
= I 3 Category | or Il nuclear material
and/or sabotage targets
surrounded by a physical barrier
with additional physical protection
measures.

HOW d O we d etermine Vltal Vital Area: Area inside a protected
. area containing equipment,
areas in a nu Clear pOWEI' systems or devices, or nuclear
p I an tr; ::noautle(:jri(;lr, et(r;tcla sab_otjl_ge of which
y or indirectly lead to
high radiological consequences.




JAEA Nuclear Security Series (NSS)
documents provide guidance

Fundamentals — N5S5-20
Objectives & Essentials of a State’s
Nuclear Security Hegime

Tiered guidance
steps through
consideration of
nuclear security
threats

Recommendations — NS5-1
(application of Fundamentals)
Recommendations on the Physical
Protection Of Nuclear Matenal &

MNuclear Facilities

Implementing Guides —
(application of Recommendations)
NS5-T Nuclear Security Culture
Technical Guidance — NS5-8 Preventive and Protective
NSS-16 /dentification of Vital Measures against Insider Threats
Areas at Nuclear Facilities

NSS-17 Computer Security

at Nuclear Facilities

Not necessarily
written with
different facility
focus groups in
mind

Can we look at a single area for training
purposes?




NSS-16 outlines guidance to ensure minimum
set of Vital Area Equipment

IAEA Nuclesr Seotrity Series No. 16 Vital Area Equipment is described by
standard NSS-16

Identification of Vital Areas
at Nuclear Facliities

The objective of this standard is to
provide a structured approach to
identifying the areas that contain
equipment, systems, and components to
be protected against nuclear sabotage.

NSS-16 provides detailed guidance with
regard to the identification of vital areas,
that is, the areas to be protected in high
consequence facilities.

How was this guidance developed?




Methodology based on original work by
Sandia National Laboratories

i, Method first
outlined Iin
workshop that
was observed
by IAEA staff
experts and the
methodology
and training
approach was
deemed worthy

A Systematic Method for Identifying
Vital Areas at Complex Nuclear Facilities

AUTHOR(S): JOHN HOCKERT. DAVID F. BECK

PREPARED BY
Sandia National Laboratories
Albuguergue, NM 87183 and Livermore, California 94550

Sandia is a multiprogram laboratory operated by Sandia Corporation,
A Lockheed Mastin Company, for the United States Depastment of
Enerpy under Contract DE-AC 04-94AL 85000.

() sandia National Laboratores of further
NISH development

sels -
National Nuiear Security Administration l :
| Select vital areas | Into NSS-16

Methodology developed in 2005 and
Implemented in 2012 through NSS-16




Methodology allows graded approach to
safety based upon level of consequence

« The State sets conseguence
levels for: A
Identify vital areas and protect

- Unacceptable Radiological 25 specified In NSS3
Consequences (URC) 1

- High Radiological
Consequences (HRC)

+ Competent authority specifies S ot access
required protections for facilities

Identify sabotage targets and
apply graded protection u
measures based on level of Radic
potential consequences c

Consequences

>| €

that range from URC to HRC

« Damage to NPP core is by
definition HRC

Level of consequences =
level of protection

How are HRC levels established and
calculated?




HRC Simplification for Nuclear Power
Reactors

Largest NPP Radioactive Inventories
Reactor Core

« High Radiological Consequences
per NSS 13 (5.20)

Compare remaining inventories
with HRC / URC Threshold

« Spent Fuel Pool / Storage
* Radioactive Waste
- Gaseous Waste Tanks
- Solid Waste
- Liquid Waste

How are URC levels established
and calculated?




URC is Based on Radiation Dose

Consider these key More | ——
questions about URCs: Radiation — Dose Guide
) 2 Gy

4 Increased risk of radiation sickness, death
1. What dose level results is unlikely (symptoms may appear in hours
- to days) ) 1 Gy
In unacceptable | _ .
3 ncreased risk of cancer later in life
health consequences?
2. How and where is the 2

Above the range of normal, everyday

(symptoms may take decades to appear) mm) 20 mSv
dose calculated?

The Slte boundary? fegs Withiq the range of normal, everyday
Time of eXpOSUI‘e? Radiation radiation levels

radiation levels, but no health effects — Loca.ti_on
expected specific

3. How is “loss of use”

The amount of radiation that the body

considered? (for absorbs (a radiation dose) determines health
i consequences. Measurable units include:

example’ evacuqtlon of gray (Gy), Sievert (Sv)*, rad., or rem. This

an area for a period of module uses Sv.

time)

Once HRC/URC limits established
what process do you follow?




Process includes 10 steps in three phases

Policy Basis and
Inventories

Initiating events
and sabotage
logic model

$

VAI selection

How best to train multi-disciplinary
groups on this methodology?




Phase I: Policy Basis and Inventories

T
|. Address policy considerations—The requlatory body must
make key policy decisions (such as URC criteria) that form
the basis for VAI.

Policy Basis
ll._Evaluate site and facility characteristics—Determine the and
iInventories of nuclear and radioactive material and the facility inventories
and site characteristics needed to determine whether —__ Established
sabotage could lead to URC.

to lay

_ _ _ guidelines for
lIl. Perform conservative analysis—Determine whether the
: sabotage
complete release of any inventory could exceed the URC T M@ FrerelEl
criteria. Include direct dispersal of any such inventory as an g
event in the sabotage logic model and continue with the

process described below. )

Policy considerations are managers,
and inventories are ops/facility safety




Phase Il: Develop Sabotage Logic

V. ldentify initiating events of malicious origin (IEMO) -ldentify any initiating
events (IE) [6] that can, alone or in combination with other malicious acts, lead
indirectly to URC and identify the systems required to mitigate those IEs.

V. Develop sabotage logic model—Construct a sabotage logic model that
identifies the combinations of events that would lead to URC.

VI. Assess threat capabilities—Eliminate from the sabotage logic model any
events that the assumed threat does not have the capability to perform.

VIl. Identify areas corresponding to sabotage logic model events—Ildentify the
locations (areas) in which direct dispersal, IEMOs, and the other events in the
sabotage logic model can be accomplished. Replace the events in the sabotage

Model

Sabotage
logic models
created from
event trees
and modified
INto
sabotage
fault trees
with
locations as

logic model with their corresponding areas.

Is safety analysis

Sabotage logic model development

terminal
points



Phase lll: Solve Sabotage Logic Model

and identify Vital Areas

Complement
of sabotage

VIIL. Identify candidate VA sets—Solve the sabotage area logic =~ | model solved
model to identify the combinations of locations that must be for
protected to ensure that URC cannot occur. prevention
— sets with
| optimized
:;:é\?:rl,?z; %gingefe_agﬁgi; tB(E2 \éA set that will be protected to selection of
— VA’s
determined
based upon
cost and

Final selection of VAs includes
managers, ops, facility safety and
protection force

other factors



Training must focus on risk, and reflect
the needs/responsibilities of managers,
protective force, operations, and safety
analysts

Managers/Regulators | Compllance against
requirements

Each group has
rotective Force e e
P 9 responsibilities and

Operational response to areas of expertise

Operations sabotage events

Facility analysis of
automatic plant response

Safety Analysis

What documentation can be leveraged
for this training?




Safety analysis documents indirectly
reference potential sabotage risks

Content material

Assess Threat --.New threat needs to be
. Intelligence “layered” and
Yes T . Threat “branched” to allow
(Risk Informed) rapid tailoring to
o " e meet audience
““""-‘j“‘-'""‘“ | x needs
Sl .' | RISK| .
I ~ - Safety analysis
R \Vulnerability -, /Consequence’  qacuments help to
] DBA e e define risk be must
(mikgasan caupment | usually be
— : refocused to
{mitigation procedurss)

sabotage threats

How do we leverage this existing
documentation?




Start with familiarizing target audiences
with applicable documentation and
sabotage considerations

Different

D - R oo
designed for

Hazards Assessmen t (HA) v v |

different
Design Description (DD) v v v c

audiences
Safety Analysis Report (SAR) v
Probabilistic Risk Assessment (PRA) v A” I’Efe re n CeS
Safety Related Equipment List (SREL) v reVI ewed for
= “ “’ potential
Technical Safety Requirements (TSRs) v v SabOtage re I ated

_ — iInformation and

Vital Area Identification/ Sabotage 4 v v )
Report (VAI/SR) categorized for
Facility Walkdown (FW) v v v aUd |ences

Is there information that can be used
as atraining example?




Utilize Lone Pine Nuclear Power Plant
(LPNPP) as example

bl
Lone Pine Is a

e surrogate facility based
upon a 4-loop

Westinghouse PWR

LPNPP reference
documents used
at ITC-26

Why use LPNPP for training
example?




LPNPP fictional facility ensures no

Lone Pine Nuclear
Power Plant was
developed to be a
surrogate facility that
allows training on a
conceptual nuclear
power plant that has all
the features of an actual
plant

The LPNPP system diagrams and
descriptions are drawn directly from
the NRC course material for the 104P,
304P, and 504 courses that are in the
nuclear library



LPNPP Sources of
Site and Facility Information

LONE PINE NUCLEAR POWER PLANT
DESCRIPTION

Documentation includes
B, facility descriptions,
Pine Nuclear Power Plant | iﬂClUding Summary Of
e s o NP genertin aysem s sl ycle plant consisting of  closd,pressrized,seacor coolant sytem ’_‘ deterministic safety analysis

radioactive reactor coolant separate from the main turbine, condenser, and other secondary plant components.

Primary System d N o f I
The composite flow diagram shown in Figure 1 illustrates the dual cycle nature of a pressurized water reactor (PWR) | e S C rl ptl O n 0 p ant

the steam generators, where hot reactor coolant is circulated through tubes to produce steam; and the reactor coolant ff

thenumbernfheattransfermopammfjmaqsystem, response to des|gn baS|S

VOLUME I

accident and transients.
iy (Volume 1)

VOLUME II

LONE PINE NUCLEAR POWER PLANT | VAI anaIySiS dOCU m e nted i n
VITAL AREA ANALYSIS ’—‘ VOI u m e 2 .

Prepared for Sandia National Laboratories
Under PO 1091109

Figure 1. Plant Sy

XE Corporation

| What i1s considered
in LPNPP VAI?




Direct sabotage sequences not analyzed
iIn LPNPP VAl analysis

Useful primarily for modeling consequences
of direct attack

Direct sequences straightforward with
inventories

Model plume coverage after a fire / explosion
dispersal event

Dependent upon atmospheric and
geographic conditions

How are indirect sabotage sequences
iIdentified?




Indirect sabotage analyzed based upon
Initiating events of malicious origin (IEMO)

LEWEL 1 »
ADCIDENT SECUENCE
WACHE L

WTE AL

ATATORE | l 1
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EXTERKAL
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EVENTS SF WA PETER

O AL F
STATER
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System
Response

Initiating
Events

¥ consideration?

Plant Damage
States

Anything that can
happen by
accident can be
made to happen.

Initiating events
converted to fault
trees

Sabotage fault
trees generated
from modified
event trees

=% How do we narrow down sequences for



Event trees are aggregated and modified
for sabotage and converted to fault trees

Anything that can
Initial Event Tree Simplified Event Tree happen by

e R e | e accident can be

S N B e B R R - made to happen.

— Initiating events
L converted to fault
— trees

Sabotage fault
trees generated
How are the fault trees from modified

constructed? event trees




Fault trees start with HRC top event and
Terminal basic events attached to locations

_—

Logic Gates
Intermediate
Events
Terminal
Events

locations?

Links combinations of malicious
acts that can lead to HRC

« Top Event —-HRC

* Intermediate events — AND
/ OR combinations of
events leading to Top
Event

« Terminal Events —
Destruction or disablement
of components or
structures

Structure is identical to fault
trees used in Probabilistic
Safety Analysis

How do we determine the terminal event



Facility Layout used to establish
potential sabotage threat locations

e

(). e Facility layouts used to

pas - —— i ‘ . . .
| identify major
%o - B Y 1

= e |, equipment in buildings

"
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PIDs over-laid with
building/area locations.

like?



LPNPP full sabotage logic model
developed for multiple events

— Full model includes

e === plant operations
= —— || and placeholders

— = =====——=u| (house events) for
— _— e other modes of
e e e e operation including
e ———— refuelling/defueling
N — =N and waste
_—— = operations




LPNPP sabotage logic model includes

sabotage actions tied to locations

Basic Event

Location

Rationale

AFW-DISCHARGE-A (Disable Discharge
from AFW Pump A)

AFW-PUMP-RM-A (AFW Pump Room A)

Location of pump discharge line.

CONTAINMENT (Reactor Containment)

Location of pump discharge line.

CONTROL-RM (Control Room)

Contrel of motor operated valves in
discharge line.

SWG-RM-A (Switchgear Room A)

Motor control centers for discharge
line motor operated valves.

AFW-PUMPA-CONTROL (Disable
Control to AFW Train A Pump)

BATT-RM-A (Battery Room A)

Control power for pump

CABLE-SPREAD (Cable Spreading Room)

Control cables for pump

CONTROL-RM (Control Room)

Control of pump

AFW-PUMPA-DIS (Disable AFW Train
A Pump)

AFW-PUMP-RM-A (AFW Pump Room A)

Location of pump

AFW-SUCTION-A (Disable Suction to
AFW Train A Pump)

CONTROL-RM (Control Room)

Control of motor operated valves in
suction line.

CST (Condensate Storage Tank)

Water source.

CST-PIPING (Piping from Condensate Storage
Tank)

Piping from water source accessible
only through 2 man ways in the
Protected Area

SWG-RM-A (Switchgear Room A)

Motor control centers for suction line
motor operated valves

AFW-DISCHARGE-B (Disable Discharge
from AFW Pump B)

AFW-PUMP-RM-B (Auxiliary Feedwater
Pump Room B)

CONTAINMENT (Reactor Containment)
CONTROL-RM (Control Room)

Location of pump discharge line.

Location of pump discharge line.
Control of motor operated valves in
discharge line.

SWG-RM-B (Switchgear Room B)

Motor control centers for discharge
line motor operated valves

Non-credible sabotage
actions in areas are used
to eliminate sequences
from sabotage logic model

S

s

What software i1s used to
¥J solve the fault trees?

Basic event location table
and sabotage action table
used to ensure IEMO
threats are credible

Area

Control Room

Cable Spreading Foom

Reactor Containment

Seram Relay Room

Main Steam Valve Building

Fuel Building

-

The radiological sabotage actions in the single areas area as follow:

Radiological Sabotage Actions

Initiate LOCA and disable mitigating
systems,

Initiate loss of offsite power transient and
disable mitigating svstems (auxiliary
feedwater)

Initiate loss of offsite power transient and
disable mitigating systems {auxiliary
feedwater) by interrupting control signals
Create bevond design basis LOCA

Initiate large or small LOCA and disable
I]]IU_‘EJI.[JI'I_E! systems

Initiate loss of offsite power transient
disable mitigating systems

Initiate loss of offsite power transient and
disable mitigating systems (reactor
]Ulll ection S}'h[l_']ll'

Create beyond design basis main steam line
break transient.

Explosive dispersal of spent fuel in spent
fuel pool within 60 days of refueling.




VAIls determined from solutions to
reduced sabotage area logic model

®USNRC

ired States Nuelear Regulatery Commi
Protecting Peaple and the Environment

Any PRA software can solve fault
tree models

Systems Analysis Programs
for Hands-on Integrated
Reliability Evaluations
(SAPHIRE) Version 8

Should use same software
developed for PRA

Comparison of different models is
based upon implementation of
sabotage rules, not Boolean solvers.

Systems Analysis Programs for Hands-on Integrated Reliability Evaluations

Prepared for the Division of Risk Analysis and Applications,

Office of Nuclear Regulatory Research, U.S. Nuclear ‘ z ,(.‘i W h at d O e S t h e
Regulatory Commission, by the Idaho National Laboratory. ’-\M‘/
"""
output look like?




SAPHIRE LPNPP Models were developed

M SR e RS - © P T L et Pt | | P

hiE e sy Folbiel Paigel F

Two models
developed
including
radiological
sabotage
model and
sabotage
protection
model.

Ll
.
T
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i
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o
¢
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T
=

RAFHEET E1 00 S el S e LUHINT el il e

SAPHIRE model includes both sabotage target sets {RAD-SAB)fand
protection setsl(SAB—P RDTEET]_

How do we solve the sabotage models in
SAPHIRE?




Finding the Cut Sets —Solutions to the
Sabotage logic model

‘twm'mnw-'mwmwm.: = (===

Fiir aps foirapin Fghinh Freas Teoh g
= '
Y, Sasrci
2 Tasks
wew Frowct

= = Solution of
e fault tree is
= 4 ~ automatic in
e SAPHIRE
= EZ upon hitting
'*“"* ] “‘Solve” .

What are the “cut sets”
and what do they mean?




Cut Sets Are the Minimum
Complement of Equipment/Locations

——re ————— C t t - I d
g e [t v I e ut sets Inciuae
APW-PUNP-RN-B  Ausiliary Feed

v i W A
Bl (o= ][=]

APW-PUMP-RM-TD  Auxiliary Feedw. & =R (11 : ”
AUXBLDG  Ausliary Buildin Seftings | Resufts S I I I eS
BATTRI-A  Batiery RoomA Processing completed )
CABLE-SPREAD  Cable Spreadin Name Vaue #cutsers P ”

M4, L. nonant.Co, Y RAD-SAB 1.000E+00 93 O u e S a

Wain T = I I
N itiree .
AD-SAB Radiological Sabot % 11 7

CT  ProtectAgainst Sa rl p e S O r

areas needed.

Rad-Sab
= model solution
Includes 93 cut
sets as
identified In
How are the final Vital (VAI) and seen

here.
Areas chosen from the
cut sets?

wwwwwwwwwww

O Open Windows




Vital Area Sets Come from
“Solving” the Fault Tree and optimizing

< Cut Sets for RAD-SAB (FT CutSets) Lo o]

Proect © . ADWNCEDW- o3| Considerations for Selection of Vital
Purzt:[f:trr;::er %;thaphlrerjecn AreaS
il % . Ease, effectiveness, and cost of
*000ERD 100 Dispaying 830793 Cut Ses 2 protecting the vital areas
1 1.000E+0 100 BATT-RM-A BATT-RM-B
S A0 00 APWPUMPRITDNTAKE . Impacts on safety and emergency
4 1.000E+0 100 CST-PIPING, INTAKE
5 1.000E+0 100 CONTROL-RM response
6 1.000E+0 100 FUEL
S 6 LONEN 100 CONTANMENT . Impacts on operation/maintenance
+ 9 1.000E+0 100 MS-VALV-BLDG
S M 10MEQ 100 BATERMLACSTSWOISCHARGES «  Availability of protected components,
+ 12 1.000E+0 100 BATT-RM-A CST-PIPING, SW-DISCHARGE-B . .
4 13 1.000E+0 100 BATT-RM-A.CST,DG-FT-ROOM-B eqL“pment’ and deV|CeS (Temp VAS)
+ 14 1.000E+0 100 BATT-RM-A,CST-PIPING,DG-FT-ROOM-B
© 16 LONEWD 100 BATTRILACSTAPINGDGROOMS «  Other factors established by facility or
- 17 1.000E+0 100 BATT-RM-A CST,.SWG-RM-B .
1 OME 00| DAL T HIRCHARCE A . competent authority
Slice Invert 10 AI' cd Sets

1. AFW-PUMP-RM-TD (Auxiliary Feedwater Turbine Driven Pump Room), BATT-RM-A (Battery Room A), CABLE-SPREAD (Cable Spreading
Room), CONTAINMENT (Reactor Containment), CONTROL-RM (Control Room), CST (Condensate Storage Tank), CST-PIPING (Piping from
Condensate Storage Tank), FUEL (Fuel Building), MS-VALV-BLDG (Main Steam Valve Building), SCRAM-RELAY (Scram Relay Room)

2. AFW-PUMP-RM-TD (Auxiliary Feedwater Turbine Driven Pump Room), BATT-RM-B (Battery Room B), CABLE-SPREAD (Cable Spreading
Room), CONTAINMENT (Reactor Containment), CONTROL-RM (Control Room), CST (Condensate Storage Tank), CST-PIPING (Piping from
Condensate Storage Tank), FUEL (Fuel Building), MS-VALV-BLDG (Main Steam Valve Building), SCRAM-RELAY (Scram Relay Room)

How iIs this information used?




Protect Vital Areas and develop sabotage
checklists for different VA’s and groups

1 2 3 Facill Facilit Enginsari leable Lone Pine
FACILITY INFRASTRUCTURE (cont) Brepared I e e
prepared Force Regulation

Storage Tanks ! Viessels | Fils

15, Appropniate secondary containment for siorage X DOINFW
lanks/vessels and pits & provided

16, There are overfill protecion / notification procedures X AQPEQP

Procass Conlrel Syslems

17, There is backup power lo process control systems | | X [ X | PRASAR

1B, Access |o procass contrels is limited [ % [ % | % | VALSR

Telephone and Dala Lines

19, There are backup communicalions for reaching X X X DINAOPEOP
BMErGenty rasponse personnel

20, Backup systems inchude wireless communication as well X X X DINACPEOR
as land line communicabon

21._There is a clear emergency protocol for whom o nolify X X X DINADPEQP

22. Al telaphanes are propery labelad with appropriate X X X DINAOPEOP
emergency nobification procedures

Wales Supply

23, There is a syshem n placs to venly waber quality [ [ [ % [ oD

24 All access points to water supply are secured [ x | [ | Fw

Backup Power Syslems

25, Multiple types of backup power are available X X DINSARTSR

26, Backup power sysbems can be easily implamented (How) X DIVSARTSRE

27, There is an aulomatic fransfer if needed X X DINSARTSR

2B. If a backup generalor s used it is easily starlad, X X DIVSARTSR
adequale fuel is avalable, and it will run sufficienty long
based on reguired operalions

29, Cribcal systems are covered by backup power X X DOVSARTSR

30. Backup emergency systems includes lighting, sprinklars, X X DIVSARITSR
venhlahon, communicaton and alarms

HA-Hazards Assessment, DD-Diesign Descripbon, SAR-Safely Analysis Repord, PRA- Probabilistic Risk Assessment, SREL-Safely Relaled Equpment Lisi, TSR-Tachnical Safely Requiremants,

AQP/EOP-Abnomal and Emergency Operations Procedures, VAUSR-Vital Area Assassment/Sabotage Report, FW-Facility Walkdown

Checklist
developed from
American
Chemical Society
sabotage checklist
and modified to
include potential
documentation
sources and
audiences for
information

Checklists used to ensure sabotage

considerations remain a part of plant
design modifications and operations



SUMMARY
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Sabotage training is a multi-disciplinary effort
that involves engaging several different
audiences

The fictitious Lone Pine Nuclear Power Plant
was used in conjunction with methodology in
NSS-16 to develop a training example for Vital
Area Identification (VAI).

Sabotage logic models were built from fault trees
using SAPHIRE and protection sets identified by
solving the model.

Checklists were developed to extend results
towards monitoring facility readiness against
sabotage

For hardware components, method Is

about Cyber?

straightforward, but questions remain....what



