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JAEA’'s Nuclear Security Culture
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Muclear Security - Measures to Protect Against
Nuclear Terrorism

Roport by the Director Ganeral

Summiary

« A its meeting in March 2000 the Board of Governoes commidered the pepot entiied Profection
Apsinss Nishear Terrorism: Specific Propasals (GON2002/10) and approved. in prisciple. e
propoals for Apency sctivitics in the arca of suclear seceriy, The Board requeicd that the
Dircctor Genenil shoshd report permadically on progress made @ inploscnlitin of the
proposals and the funding theseod. This roquest has boen met by repons GEGATHIT,

X swcesaively. Al ks mesting i

Sepicmber 2005, the B of (hovemons cxprovod it sappert for 3 mew Nuckeas Socerity Plan

b 300P (V0840 baoked Forward 10 3 prigress roport cu ity implementaticn. and

expieised the view tal the Secsctarat eou e an seeveal repol. The 49% General

Conference b encoursged (GEUOVRES/IO) the Apmcy 1o prepase a8 ssmwal repon

Boghlvghtiong shprefican iccomplihasets of the (ehd yeat aid estblishing pils s priontss

Vo the yeat o come, Thi repart felfil these roqiremosis by providing 8 review of activiies

e el g

Revommended Action

* M i mecommendol that the Board of Governers:
101 Takirs ot of the Dinostor General's roport on Nuskoas Socurity — Moasunes to Frotect
againt Nocleas Terrorisss:
(b1 Call i Mermber Saifcs b comtise coalibuinng, o0 & volelary biies, 1o the Nucheas
Secarity Fusd [NSF), which was cstablished by the Bisard in Masch 2007 a1 5 vebs fsd o
the Exira busfpetary Programee Fusd of the Genern Fend:

CPPNM
Amandement

International Conference on Physical Protection of Nuclear Material and Nuclear Facilities

Recommendations:
NSS 13

IAEA Nuclear Security Series No. 13

IAEA Nuclear Security Series No. 20

Objective and Essential Elements of a State's

Nuclear Security Regime Nuclear Security Recommendations

on Physical Protection
of Nuclear Material

and Nuclear Facilities
(INFCIRC/225/Revision 5)
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Implementing Guide-
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IJAEA's Nuclear Safety Culture
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Interface between Safety and

The Interface Between

Safety and Security at IAEA TECDOC SERIES
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Nuclear Power Plants

INSAG-24
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Management of the
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Nuclear Safety and Security
for Research Reactors
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Combined Nuclear Safety and
Security Culture Self-Assessments

» In 2015 at
Paks Nuclear Power Plant, Hungary

» In 2016 at the Bruce Power Nuclear
Power Plant, Canada
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Nuclear safety & security
culture self-assessment in
Paks NPP 2015

» Campaign Month before the assessment
(Publications, Presentations, Homepage,
Database)

» Nuclear Safety Culture in July 2015

» Nuclear Security Culture in September 2015

» Targeted all Paks NPP employees

(without contract and supplement workers from suppliers

International Conference on Physical Protection of Nuclear Material and Nuclear Facilities
13-17 November 2017, Vienna




Physical Protection
Campaign Month
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Keep in mind, that you work at a / TOMERGMUEN RENDESZET

» Keep nuclear security regulations
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Nuclear safety & security

culture self-assessment in
Paks NPP 2015

» Survey and Focus Group in September
2015

» Safety and security culture portions were
separated:

Reliability reasons: To be as comparable with
previous and safety culture assessments (in 2004
2005, 2009, 2013 and 2017!)
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Methodology of nuclear Safety
culture in Paks NPP 2015

» Questions and factors based on INSAG-1

» Commitment to safety

Use of procedures

Conservative decision making

A reporting culture

Challenging unsafe acts and conditions
The learning organization

Underpinning issues: communication, clear priorities and
organization

» 26 questions

» Comparable with safety culture
assessments (in 2004, 2005, 2009, 201
and 2017)
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Methodology of nuclear
Security culture in Paks NPP

>2€9J19§tions and factors based on NST 02

» Professional conduct;

» Personal accountability;

» Adherence to procedures;
» Teamwork and cooperation;
» Vigilance;

» and Information security,

» 18 questions (3 questions to each factor)
» 4 Focus-groups

» No interview
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Nuclear safety culture &

security culture self-assessment
iIn Bruce Power NPP 2016

» Survey, Focus group and Interview in 2016
» Targeted all NPP employees

Including contract and supplement workers from suppliers

» The Questions of Safety and Security
Culture portions were separated:

» Security consideration: sensitive informatio

» Emphasize the difference between safety
and security (culture)
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Survey: Nuclear Safety

>(E)H£[§J(rc%s and factors based on
WANO PL 2013-1

» Comparable with previous safety culture
assessment (2013)

» 62 questions were related directly to Safety
Culture

» 2500 answers came back from the 4500

» Survey was conducted in April
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Survey: Nuclear Security
Culture

» Questions and factors based on NST 026
» 20 questions related to security:
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Vigilance

Insider and outsider threat.
Trust

Relationship and interaction between security and other staff
Sensitive information
Leadership and communications focus on nuclear security.

Adherence to procedures of the security (not just safety)
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Interviews

» Structured interviews, questions were

based on the survey (Half of the questions wer
asked)

» Targeted all Bruce Power NPP employees
(including contract and supplement workers from
suppliers)

» Around 300 interviews
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Focus Group

» 10 Focus group with around 9-13 person

» Voluntary, by a specific position or division

» Questions were related to specific topics to
control theories and comments of the surv

» /5 minutes
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Experience - suggestions

Development

» Cooperation with the Management and/or the Regulator'i
requirement (useful)

» Reliability: Assessments must be comparable with previous and future
» Validity: Adhere to the meaning, not to the formalities

» ALWAYS MAKE REVIEW!!! Follow, suggest and examine response actions

» Repeat regularly: not more frequent than 2 (2-5) years, because cultu
not be changed faster than that

Technical Implementation

» Use the same pronoun as a subjective to avoid needless disto

» Use the same scale at every questions
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Experience - suggestions

Differences and similarities on the level
of culture for Safety & Security
» The management:

» regulations,

» personnel and

» enhancement actions

» Report Malicious (targeted) acts and credible th
VS
Mistakes or accident (random events)

» The approach that “Everybody is responsible’;
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Thank you for

your attention

International Conference on Physical Protection of Nuclear Material and Nuclear Facilities
13-17 November 2017, Vienna




