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Introduction

NRA, Japanawas cstablished as the only
indgPCtndemggMlatory body for nuclear
Jdlety and sect in 2012.

d the Japanese
pulation based on
cssons learned from the

NRA

accident
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. Ministry of the Environment
. Nuclear and Industrial Safety Agency (abolished)
. Nuclear Safety Commission (abolished)

JNES : Japan Nuclear Energy Safely Organization (TS0, abolishad)

After 20

MOE

“
-
"

NRA

Safety,
Security,
Safeguards,
Research,
Training

AEC

METI

MEXT

Fig.1 Integration of nuclear safety and security regulatory bogly




Table 1 List of Regulated Nuclear Activities

T = S

V'

Fabrication and enrichment

2 Commercial NPP

3 NPP under development

4 Research reactor

5 Interim storage of spent fuel
6 Fuel reprocessing
7 Disposal of radioactive waste

8 Usage of nuclear material

Specified nuclear facility
(Fukushima-Daiichi NPP)

Total

17

20

59

Including MOX fabrication plant under
construction

52 NPPs (including NPP under
decommissioning and one NPP under
construction)

2 NPPs (including NPP under
decommissioning)

16 reactors (including reactors under
decommissioning)

6 NPPs at Fukushima-Daiichi Station



The Atomic Energy Basic Act

:

The Reactor Regulation Act

;

The Order for the Enforcement Order of the Reactor Regulation Act
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Fig.2 Structure of Nuclear Regulation in Japan



Efforts for Improvement of Nuclear Security Regime
from 2011

The Japanese people requires the actions to prevent any types of
radiological consequence containing sabotage for nuclear
maa-Daiichi accident.

uary in 2011.

S-13 as a base of nuclear
as completed in 2012.

, Japa @

s@Curity reg

s check policy has been difficult
¢ because Japanese people had
privacy by the government. NRA
has develop rthiness check policy and currently
enforced obtaining consensus. 6



Key Concepts of Physical Protection in Japan

1. Performance Based Approach
- Operators who have Cat.1 NM or nuclear facility over
URC are required protection against DBT.
in cooperation with the national

provement by operators

for unauthorized removal
diological consequence

and sensors according to designated

areas for p on.
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Overview of Reqular Inspection

Reqular Inspection Method
-At Least Two Inspectors
-Document Check and On-site Check

SAbout 1 Week
-Presence of Police and Coast Guard

Composition of Regular Inspection
dBaseline Inspection

& Timeline Evaluation

ZExercise




Barrier, Intrusion
Sensors and Camera,
Access Control

Barrier, Intrusion

Sensors and Camera,
Access Control

Barrier, Intrusion Sensors
and Camera, Access Control,
Trustworthiness Check

3" Layer (Protected Area)

Barrier, Intrusion
Barrier, Camera Survey, Sensors and Camera,

Access Control, Two Access Control, Two

Person Rule Persons Rule,

Trustworthiness Check

Fig.4 Typical Defense in Depth Approach in NPPs
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Main Physical Protection Measures

1. Response Force

-Installation of armed special police force on site

2. Insider Threat Mitigation

- Trustworthlness check by operators

V for surveillance of insider threat

intly with police

nd related guidances

erence on Computer Security in a
change, 1-5 June 2015)

Culture
nuclear security culture is

NRA employ

(S.Tanaka, TA nternational Conference on Nuclear Security: Commitments
and Actions, 5-9 December 2016)



[a} Sensitive Information Management System ]
*No external connection (stand alone)

b) Physi —1||,.T mction System
II.| - 'I

1 |'|||—.”|I | |'| ll Ilﬁl I|I |:|1'I|

licable Security Policy Based
on Data Flow Control
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National Policy of Trustworthiness Check

( Targer N

(1) A person who access to sensitive PP information,

(2) A person who access to the protected area without escort.

— Clarification of Operator’s responsibility for Trustworthiness Check before
authorization of access to sensitive PP information

or access to Protected Area.

—Requirements for Trustworthiness Check provided by NRA ordinances as a
Qart of PP measures in nuclear facilities.

/
/ Outine N

— A person who needs trustworthiness check shall submit an application with
official certifications and other related personal information.

— The Operator shall check his trustworthiness based on the submitted
application, interview and mental check etc.

— The Operator shall determine the trustworthiness of applicant.

— Procedure of trustworthiness check shall be part of Operator’s nuclear
Qecurity plan and reviewed by NRA inspection. /




Enforcement of Trustworthiness Check

Trustworthiness Check

—

\

October 2015: NRA’s Decision for National Trustworthiness Policy

September 2016: Revision of related NRA Ordinances

Publishing Guideline for Trustworthiness Check

o

/

— Relevant Insider Mitigation Measures

Enhancement of Surveillance Measures in Protected Area to

Monitor Insider’s Suspicious Actions
N

~
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CPPNM Amendment

-

Physical Protection of
Nuclear Material and
Nuclear Facilities

Relevant to Nuclear |
Material

Protection of Nuclear
Material during
International Transport

Penalty for Crime .
=

f Reactor Requlation Actx

Peaceful Use

Prevention of
Radiological Hazard

Physical Protection

Safeguards

Radiation Generation
Punishment Act

Penal Code

Aviation Law

| Ship Safety Law

¥=J§=JE=JEJ&

|
Metween CPPNM Amendment

and Relevant Law of Japan -



The IPPAS mission in 2015

The team concluded that,

lear security regime and
of physical protection
facilities and nuclear
robust, sustainable,
cantly enhanced in

1i8PUssing with IAEA about
the 1C yuAfssion in 2018.
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Summary

NRA, Japan has developed nuclear security regime using performance

base ~ tonly for solid compliance
with - reliable protection of the
nucl acilities after Fukushima-
Daii

Jap: eptance of the CPPNM
Amq

NR¢ k for the person who has
acce I information relevant to
nucl

IPP, lly completed their mission
in F | visit in 2018.
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