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Objectives

In this lecture we will discuss risk and 

opportunity:

➢ Risk concept

➢ Structured risk statements

➢ Risk and opportunity

➢ Risk management
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What is a Risk?

You’ve carefully planned in your laboratory
➢ The customer supplied you the user’s requirements

➢ Estimated 5 testers could perform testing

➢ Placed subcontractor on contract to perform the task for some parameters
where you do not have capability

What could go wrong?
➢ All 5 testers may not be available

➢ Laboratory team may not be as productive as expected
(and take longer than you expected)

➢ The subcontractor may deliver later

➢ The subcontractor may not deliver what you expected

➢ The requirements may not be complete or consistent

➢ The customer may not have supplied the real user’s requirements

➢ Many more….
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What should be in your risk register budget –

example of IMS

➢Dosemeters exposed for internal calibration dosemeters wrongly sent to customers

➢Confusion between measured values (readings) and dose values. In general, the 

dose measurement is accredited not the ‘dose to the person’ value

➢Malicious exposures

➢Late returned dosemeters: can give bad results, e.g. if stored incorrectly?

➢Wrong background subtraction, strongly dependent on how background is 

evaluated (dosemeters sent to client, mean annual value, raw results without BG 

subtraction…)

➢Instruments ‘bad results’: transient event during readout, mechanical shock, 

electronic noise

➢Bad identification (dosemeter identification vs attribution to person)

➢Data loss during data transfer

➢Software problems (shift of dose results)

➢Lost data after power shutdown

➢Loss of data due to wrong backup

➢Wrong instrument settings

6
Source: EURADOS Report 2015-04  



IAEA

Other well known errors in IMS
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Most common analytical errors in TLD
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Risk Management – Identifying 
and Preventing The Causes before they 

happen- ISO/IEC 17025:2017 requirements

Business Continuity –

Dealing with the Consequences before they 

happen
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Structured Risk Statements

➢ Risk = Probability/likelihood of adverse event  X  Impact if the event 

occurs

➢ Risks should be stated in a structured manner

➢ If adverse event happens, then impact

e.g. If the vendor is two weeks late with the test environment, then delivery to the 

customer will be three weeks late

➢ If the customer does not identify a key user requirement,

then the laboratory will not perform as the users desire  and customer satisfaction 

will be diminished by 50%
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Definition of risk

• Risk focusses on the uncertainty of meeting objectives and therefore 

could relate to impact on Cost, Schedule, Customer satisfaction, Quality 

(functionality/usability/technical mistakes/…), Image/Reputation, Safety, 

Security, Environmental
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Risk Management

What is Risk Management?

“ Process of identifying, controlling and minimizing or eliminating 

laboratory risks that may affect laboratory management systems, 

for an acceptable cost “ 
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The process of risk management
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Risk and Opportunity

The objective of this presentation are to appreciate and
understand how an QMS is established in terms of:

Four Phases of Risk
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Risk assessment process
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Risk Management Approach

➢ Dependent on type  of laboratories

➢ Dependent on type of customers

➢ Dependent on type of assets and processes

➢ Management Commitment
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Risk Assessment Tools

➢ Perception based

➢ History / experience / data based

➢ Types – Qualitative and Quantitative depends on size / scale and

complexity of operations

➢ Qualitative model –

➢ Purely perception based;

➢ Experience / history can also be added

➢ Involvement of all

ISO/IEC 17025:2017 is not suggesting any tools and laboratory can 

use own methodology for laboratory
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Risk Assessment Tools

• Qualitative model –

➢ Impact / Severity ( I) e.g. rating 1 – 5

➢ Probability/Likelihood (P) e.g. rating 1 – 5

➢ Risk factor : I x P (e.g. rating of 1 to 25)

➢ Review – periodically based upon feedback of

incidents, complaints, objectives
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Severity/Impact

• 5 A very high risk band where adverse risks are intolerable whatever

benefits the activity may bring. Risk reduction is essential, whatever

the cost

• 4 A high risk band where the risk would not be generally acceptable

unless there were significant benefits

• 3 A medium risk band where costs and benefits are taken into

account and opportunities are balanced with potential adverse

consequences.

• 2 A low risk band where positive or negative risks are small and

potential benefits can be justified

• 1 A very low risk band where risks are negligible and no risk

treatment are necessary.
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Risk Assessment in Organization
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Probability / Likelihood

• 5 A very high probability band (continuous, every day, every batch

etc.) Risk reduction is essential, whatever the cost

• 4 A high probability band (every supplier change, chemist change

weekly, every material unload)

• 3 A medium probability band (monthly, product campaign end,

seasonal).

• 2 A low probability band (yearly, equipment change).

• 1 A very low probability band (never happened, once in lifetime).
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Risk Assessment Likelihood Example
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Risk Evaluation – the “risk matrix”
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The Decision Table
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Sample Risk Sheet 
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Risk Factor = Likelihood x Severity
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Risk treatment – Define & Implement 

Controls/Preventive Actions
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Risk Treatment – A PDCA cycle
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The PDCA-Cycle – from inherent to residual risk
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Areas to consider during risk and opportunity 
identification

➢ Laboratory Requirement

➢ Business Requirement

➢ Contractual Requirement

➢ Client/customer Requirement

➢ Process and product requirements

➢ Legislative Requirement

➢ Regulatory Requirement

➢ Technical Requirements

➢ Human/Staff Requirements
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Risk  - Examples under ISO/IEC 17025:2017

Risk – Examples:

➢ Human

➢ Non availability/long leave

➢ Inadequate skill/competence

➢ Technical 

➢ Product specification not achieved/ Quality issue

➢ Process failure or capability utilization

➢ Delay in delivery

➢ Failure of Network , Poor System performance

➢ Customer related

➢ Delay in payment

➢ Delay in communication and approval

➢ Physical

➢ Theft, Willful Damage

➢ Environmental

Power failure, Fire, Water, Legal authority notice
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Example of a template

31



IAEA

Risk Treatment

1. Actions selected and implemented to reduce the risks to an
acceptable level

2. Preventive Detective or Corrective

3. Measures can be physical procedural or product

4. Cost balance with Risks and Potential impacts

5. Accept the risk with management approval

6. Transfer the risk for example insurance taken

7. Taking risk in order to pursue an opportunity,

8. Eliminating the risk source, changing the likelihood or
consequences,

9. Sharing the risk, or retaining risk by informed decision and
management acceptance
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Where Risk is Addressed in ISO/IEC 

17025:2017 Standard

➢Several places where risk based thinking is identified in

revised ISO/IEC 17025:2017 standard

➢Reference is ISO 31000, Risk management - Principles

and guidelines

➢Total 31 times the word “risk” is used in the ISO/IEC

17025:2017 standard
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Where Risk is Addressed in ISO/IEC 

17025:2017 Standard (2)

➢§ 4.1.4 Identify risks to its impartiality on an on-going basis. Include

those risks

• From its activities,

• From its relationships with supplier, customer

• From the relationships of its personnel.

➢§ 4.1.5 If a risk to impartiality is identified, then laboratory has to

demonstrate how it eliminates or minimizes such risk.
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Where Risk is Addressed in ISO/IEC 

17025:2017 Standard (3)

➢§ 7.8.6 When a statement of conformity to a specification or standard is

provided, the laboratory shall document the decision rule employed, taking

into account the level of risk (such as false accept and false reject and

statistical assumptions) associated with the decision rule employed and

apply the decision rule. If the decision rule is prescribed by the customer,

regulations or normative documents, a further consideration of the level of

risk is not necessary.

➢§ 7.10.1 b Actions (including halting or repeating of work and withholding 

of reports, as necessary) are based upon the risk levels established by 

the laboratory.
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Where Risk is Addressed in ISO/IEC 

17025:2017 Standard (4)

➢§ 8.5 Actions to address risks and opportunities

➢§ 8.5.1 The laboratory has to consider the risks and opportunities

associated with the laboratory activities in order to:

a) give assurance that the management system achieves its intended

results;

b) enhance opportunities to achieve the purpose and objectives of the

laboratory;

c) prevent, or reduce, undesired impacts and potential failures in the

laboratory activities;

d) achieve improvement
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Where Risk is Addressed in ISO/IEC 

17025:2017 Standard (5)

➢§ 8.5.2 The laboratory shall plan:

➢a) actions to address these risks and opportunities;

➢b) how to:

- integrate and implement these actions into its management system;

- evaluate the effectiveness of these actions.
NOTE Although this document specifies that the laboratory plans actions to address risks, there
is no requirement for formal methods for risk management or a documented risk management
process. Laboratories can decide whether or not to develop a more extensive risk management
methodology than is required in ISO/IEC 17025, e.g. through the application of other guidance or
standards
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Where Risk is Addressed in ISO/IEC 

17025:2017 Standard (6)

➢§ 8.5.3 Actions taken to address risks and opportunities are proportional

to the potential impact on the validity of laboratory results. The Options to

address risks can include identifying and avoiding threats, taking risk in

order to pursue an opportunity, eliminating the risk source, changing the

likelihood or consequences, sharing the risk, or retaining risk by informed

decision.

➢NOTE 1 Options to address risks can include identifying and avoiding threats,

taking risk in order to pursue an opportunity, eliminating the risk source, changing

the likelihood or consequences, sharing the risk, or retaining risk by informed

decision.

➢NOTE 2 Opportunities can lead to expanding the scope of the laboratory activities,

addressing new customers, using new technology and other possibilities to address

customer needs.
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Where Risk is Addressed in ISO/IEC 

17025:2017 Standard (7)

➢§ 8.6.1 Improvement: Opportunities for improvement can be

identified through the review risk assessment, analysis of data, and

proficiency testing results

➢§ 8.7.1 e Corrective Action: Update risks and opportunities

determined during planning, if necessary for corrective action.

➢§ 8.9.3 m Input to management review: results of risk

identification to discuss in management review meeting;
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