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Objectives

In this lecture we will discuss risk and
opportunity:

Risk concept

Structured risk statements
Risk and opportunity

Risk management
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What Is a Risk?

You’ve carefully planned in your laboratory
»  The customer supplied you the user’s requirements
»  Estimated 5 testers could perform testing

»  Placed subcontractor on contract to perform the task for some parameters
where you do not have capability

What could go wrong?
All 5 testers may not be available

Laboratory team may not be as productive as expected
(and take longer than you expected)

The subcontractor may deliver later

The subcontractor may not deliver what you expected
The requirements may not be complete or consistent
The customer may not have supplied the real user’s requ
Many more....
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What should be in your risk register budget —
example of IMS

» Dosemeters exposed for internal calibration dosemeters wrongly sent to customers

» Confusion between measured values (readings) and dose values. In general, the
dose measurement is accredited not the ‘dose to the person’ value

» Malicious exposures
» Late returned dosemeters: can give bad results, e.g. if storedincorrectly?

» Wrong background subtraction, strongly dependent on how background is
evaluated (dosemeters sent to client, mean annual value, raw results without BG
subtraction...)

» Instruments ‘bad results’: transient event during readout, mechanical shock,
electronic noise

» Bad identification (dosemeter identification vs attribution to person)
» Data loss during data transfer

» Software problems (shift of dose results)

» Lost data after power shutdown

» Loss of data due to wrong backup

>Wrong instrument settings

Q A/y | A E A Source: EURADOS Report 2015-04



Other well known errors in IMS

Wrong weanng position

Significant irradiation when not being worn
Physical damage during use

Contamination - detergent (machine washing)
Malicious exposure

Incorrect storage/ shipping

Contamination - radioactive

Loss of data during processing or recording | W External
Inappropriate dose calculation algorithm m Internal
Wrong position in holder

Physical damage afterreceipt at IMS

Loss of dosemeter identification
Contamination - other chemical

Loss of wearer identification

Contamination - sterilising agents

Source: EURADOS Report 2015-04




Most common analytical errorsin TLD

Irregular glowy curve

Unstable detector correction factor
Chemical contamination of detector
Unstable detector intrinsic background
Errorin the heating system

Errorin PM-Tube system

Increased batch inhomogeneity
Incomplete read out

Unstable Pre/post annealing procedure
Fading effect

Software/connectionto hardware

Dust on optical filters
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Figure 39. Most important sources of error for thermoluminescence dosemeters (TLDs)

Source: EURADOS Report 2015-04
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Risk Management — Identifying
and Preventing The Causes before they
happen- ISO/IEC 17025:2017 requirements
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Structured Risk Statements

» Risk = Probability/likelihood of adverse event X Impact if the event
OCCUrs

» Risks should be stated in a structured manner
If adverse event happens, then impact

e.g. If the vendor is two weeks late with the test environment, then delivery to the
customer will be three weeks late

If the customer does not identify a key user requirement,
then the laboratory will not perform as the users desire and customer satisfaction
will be diminished by 50%
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Definition of risk

* Risk focusses on the uncertainty of meeting objectives and therefore
could relate to impacton Cost, Schedule, Customer satisfaction, Quality
(functionality/usability/technical mistakes/...), Image/Reputation, Safety,
Security, Environmental

isk = Effect of i Business

ncertainty on roes Objectives
(Short-term &

bjectives Long-term)

@ Uncertainty

No Uncertainty = No Risk

Poaitive
Consequences
(Opportunities) i




Risk Management

What is Risk Management?

“ Process of identifying, controlling and minimizing or eliminating
laboratory risks that may affect laboratory management systems,
for an acceptable cost “
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The process of risk management

5.3 ESTABLISHING THE CONTEXT t

6.3.2 External Context
5.3.3 Intemal Context
- 5.3.4 Risk Management Process Context >
5.3.5 Developing Risk Criteria
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5.4.2 RISK IDENTIFICATION
[What can happen, when, where, how & why ]
v
543 RISKANALYSIS

Determine existing controls

Determine Determine
Likelihood Consequences

\ Estimate Level of Risk

:

5.44 RISK EVALUATION

Compare against criteria.
Identify & assess options.
Decide on response.
Establish priorities.
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5.5 RISK TREATMENT

5.5.2 Selection of risk treatment options
6.6.3 Preparing and implementing risk
treatment plans
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Risk and Opportunity

The objective of this presentation are to appreciate and
understand how an QMS is established in terms of

Four Phases of Risk

Risk Analysis Risk Evaluation

* Intended user ldentificatio * Risk acceptability decisions

* Areawise risk identification
* Risk estimation

Risk monitoring and control Post test operation information

OPTION analysis * Post-production experience
Implementation of measures * Review of Risk management

RESIDUAL RISK evaluation experience- customer use
Overall RISK accept: npropriate actions
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Risk assessment process

.Objectives

- | " i " & Customer
Busioess | satisfaction
* Quality

Sanrvices * Secure all services rendered by the organization

* Secure all processes utilized for
Processes provisioning of the services as offered

| | by the organization

\
) —_

e Secure all sub
Sub . processes/ Tasks/
Processes Components utilized

& Tasks for the process

/  deployment

processss Dy
la,—m.,.,g =
processes




Risk Management Approach

Dependent on type of laboratories
Dependent on type of customers
Dependent on type of assets and processes
Management Commitment
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Risk Assessment Tools

Perception based
History / experience / data based

Types — Qualitative and Quantitative depends on size / scale and
complexity of operations

Qualitative model —
Purely perception based,;
Experience / history can also be added

Involvement of all

ISO/IEC 17025:2017 is not suggesting any tools and laboratory can
use own methodology for laboratory
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Risk Assessment Tools

* Qualitative model —
» Impact / Severity () e.g.ratingl-5
» Probability/Likelihood (P) e.g. rating 1 -5
» Risk factor : | x P (e.g. rating of 1 to 25)

» Review - periodically based upon
Incidents, complaints, objectives
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Severity/Impact

5 A very high risk band where adverse risks are intolerable whatever
benefits the activity may bring. Risk reduction is essential, whatever
the cost

4 A high risk band where the risk would not be generally acceptable
unless there were significant benefits

3 A medium risk band where costs and benefits are taken into
account and opportunities are balanced with potential adverse
consequences.

2 A low risk band where positive or negative risks are small and
potential benefits can be justified

1 A very low risk band where risks are negligible and no risk
treatment are necessary.
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Risk Assessment in Organization

Risk Assessment Severity Example

1~

Potential
Business
Impact

Business Operations
and Financial Health

Legal and
Regulatory
Ohbligations

Impact on customer,
reputation and Loss of
Goodwill

Personal Information/
Laboratory Human issues

Lo

Little or no
Disruption/ Financial
Loss

Mo Legal or
Regulatory
obligation

Minor and Limited
embarrassment within the
organisation

Mo distress or
Embarrassment caused

Medium

Detrimental to
business efficiency or
financial health

Technical breach
of a legal or

regulatory
obligation

Adversely affect relations
with customers or
shareholders

Minor embarrassment or
distress to an individual

Cause serous
disruption/ financial
loss

Serious breach of

legal or regulatory
requirements

Seriously affect relations
with customers and
shareholders

Serious embarrassment
or distress

Could lead to
bankruptcy

Could lead to the
organisation
being closed
down

Threaten the future of the
thsin-Efssl

Widespread and serious
embarrassment ar
distress




Probability / Likelihood
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5 A very high probability band (continuous, every day, every batch
etc.) Risk reduction is essential, whatever the cost

4 A high probability band (every supplier change, chemist change
weekly, every material unload)

3 A medium probability band (monthly, product campaign end,
seasonal).

2 A low probability band (yearly, equipment change).

1 A very low probability band (never happened, once in lifetime).
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Risk Assessment Likelihood Example

Risk Assessment

Very low -1

An event that is highly unlikely to occur ,if ever

Low- 2

An Event that is unlikely to occur, perhaps once
ewerﬂ?} years

Medium -3

An event likely to occur relatively infrequently

High -4

An event that is fairly probable, and could be |
expected to occur several times a year

Very High -5

A highly frequent event. This event could
reasonably expected to occur at least every month
or more frequently

-




Risk Evaluation —the “risk matrix”

High impact Low impact
but unlikely and unlikely
to occur to occur
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The Decision Table

Probability of Occurrence

more than likely
most likely
possible
unlikely

impossible

low medium

high

very high

critical

ALARP

acceptable

. unacceptable

Extent of Damage
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Sample Risk Sheet

Risk Factor = Likelihood x Severity

Establish the
Context

Identify Risks

¥

Analyse Risks .
Ill Treat Risks

Sub | Task/ ' RISKS
Process | Components Associated

Monitor and Review

3
8
-
2
g
5
¢
-
3

Tech/Quality Custo Env Peopl
mer B




Risk treatment — Define & Implement
Controls/Preventive Actions

Process

Technology

Your project




Risk Treatment — A PDCA cycle

w [ Identify the RISK |
v

L Identify the PEOPLE at risk, where applicable l

!

l Identify existing CONTROL measures I

v

Leadership and
Commitment

Evaluate therisk
Implementation
Likelihood Severity and
and possibility consequences
Calculate the risk (RISK ranking)
Medium risk High risk Very high risk
- No ;unileracﬁm 7 1 » Medium priority i ‘ .
sadea Possible or no action e High priority action Urgent action
> Imp CONTROL <

A

Re=evaluate RISK via

assessment
4 \
No or lower RISK Similar or higher
RISK
\ 4 y \ 4
IMPLEMENT new >
Acceptable Acceptable Bieal s »| Repeat process

Figure A.1 — Risk assessment flow chart



2. Event
Identification

Inherent Risk Assessment (IR)

Thereis arisk
that the company
isnotina
positionto
recoverits
operations in the
eventofa
disaster ormajor
outage

Cause 1- Service
Areas have not
identified
continuity and
recovery
requirements,

Cause 2-
Inadequate or no
CMP

Financial
Reputation
Reqgulatory/Legal
Safety

Services

Undertake a
Business Impact
Assessment (BIA).

Createand test a
CMP to ensure ...

Inherent Risk Assessment

Consequence | Major{7)

Likelihood Likely (4)

3. Risk Assessment

Consequence Rare (1)

Unlikely (2) | Possible (3)

Catastiophic |9
9

Major (7}

The PDCA-Cycle — from inherent to residual risk

4. Risk Monitoring
and Reporting

Likelihood

Lo [
Certain (5

Overall Risk Extreme (28)
Rating

Moderate (5)

Minor (3}

Residual Risk Assessment (RR) @

Insignificant
(1

Residual Risk Assessment

Consequence | Minor{3)

Likelihood Unlikely (2)

Rare (1)

Catastrophic |9
©)

Major (7}

Unlikely @) | Possible (3)| Likely @) | Almost

Certain (5)

Overall Risk Low (6)
Rating

Moderate (5)

Minor (3)

Insignificant T
(1




Areas to consider during risk and opportunity
identification

A\

Laboratory Requirement

Business Requirement
Contractual Requirement
Client/customer Requirement
Process and product requirements
Legislative Requirement
Regulatory Requirement

Technical Requirements

Mt 1 e e 1 e

Human/Staff Requirements

29



Risk - Examples under ISO/IEC 17025:2017

Risk — Examples:

>

>

(

L““v\

Human

» Non availability/long leave

» Inadequate skill/competence

Technical

» Product specification not achieved/ Quality issue
» Process failure or capability utilization

» Delay in delivery

» Failure of Network , Poor System performance
Customer related
» Delay in payment

» Delay in communication and approval

Physical
» Theft, Willful Damage

Environmental
Power failure, Fire, Water, Legal authority notice

) IAEA
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Example of a template

lledion

Readual Rlsk Assessment

Curtmls
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Risk Treatment

el A e

it

—tr’“‘;\

X

A
%\-«&’

Actions selected and implemented to reduce the risks to an
acceptable level

Preventive Detective or Corrective

Measures can be physical procedural or product
Cost balance with Risks and Potential impacts
Accept the risk with management approval
Transfer the risk for example insurance taken
Taking risk in order to pursue an opportunity,

Eliminating the risk source, changing the Ilikelihood or
consequences,

Sharing the risk, or retaining risk by informed decision and
managementacceptance

IAEA
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Where Risk 1s Addressed in ISO/IEC
17025:2017 Standard

»Several places where risk based thinking is identified in
revised ISO/IEC 17025:2017 standard

»Reference is ISO 31000, Risk management - Principles
and guidelines

»>Total 31 times the word “risk” is used in the ISO/IEC
17025:2017 standard
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Where Risk Is Addressed 1n ISO/IEC
17025:2017 Standard (2)

»§ 4.1.4 Identify risks to its impartiality on an on-going basis. Include
those risks

* From its activities,
* From its relationships with supplier, customer
*  From the relationships of its personnel.

»>§ 4.15 If a risk to impartiality is identified, then laboratory has to
demonstrate how it eliminates or minimizes such risk.
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Where Risk Is Addressed 1n ISO/IEC
17025:2017 Standard (3)

»§ 7.8.6 When a statement of conformity to a specification or standard is
provided, the laboratory shall document the decision rule employed, taking
Into account the level of risk (such as false accept and false reject and
statistical assumptions) associated with the decision rule employed and
apply the decision rule. If the decision rule is prescribed by the customer,
regulations or normative documents, a further consideration of the level of
risk is not necessary.

» § 7.10.1 b Actions (including halting or repeating of work and withholding
of reports, as necessary) are based upon the risk levels established by
the laboratory.
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Where Risk Is Addressed 1n ISO/IEC
17025:2017 Standard (4)

»§ 8.5 Actions to address risks and opportunities

»§ 8.5.1 The laboratory has to consider the risks and opportunities
associated with the laboratory activities in order to:

a) give assurance that the management system achieves its intended
results;

b) enhance opportunities to achieve the purpose and objectives of the
laboratory;

c) prevent, or reduce, undesired impacts and potential failures in the
laboratory activities;

d) achieve improvement

S VIAEA .
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Where Risk Is Addressed 1n ISO/IEC
17025:2017 Standard (5)

> § 8.5.2 The laboratory shall plan:
» a) actions to address these risks and opportunities;
> b) how to:
- Integrate and implement these actions into its management system:;

- evaluate the effectiveness of these actions.

NOTE Although this document specifies that the laboratory plans actions to address risks, there
IS no requirement for formal methods for risk management or a documented risk management
process. Laboratories can decide whether or not to develop a more extensive risk management
methodology than is required in ISO/IEC 17025, e.g. through the application of other guidance or
standards

37
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Where Risk Is Addressed 1n ISO/IEC
17025:2017 Standard (6)

> § 8.5.3 Actions taken to address risks and opportunities are proportional
to the potential impact on the validity of laboratory results. The Options to
address risks can include identifying and avoiding threats, taking risk in
order to pursue an opportunity, eliminating the risk source, changing the
likelihood or consequences, sharing the risk, or retaining risk by informed
decision.
» NOTE 1 Options to address risks can include identifying and avoiding threats,
taking risk in order to pursue an opportunity, eliminating the risk source, changing

the likelihood or consequences, sharing the risk, or retaining risk by informed
decision.

» NOTE 2 Opportunities can lead to expanding the scope of the laboratory activities,

addressing new customers, using new technology and other possibilities to address
customer needs.

A
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Where Risk Is Addressed 1n ISO/IEC
17025:2017 Standard (7)

»>§ 8.6.1 Improvement: Opportunities for improvement can be
Identified through the review risk assessment, analysis of data, and
proficiency testing results

»§ 8.7.1 e Corrective Action: Update risks and opportunities
determined during planning, if necessary for corrective action.

»>§ 893 m Input to management review: results of risk
identification to discuss in managementreview meeting;
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