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Information Sheet 

Introduction 

The design of nuclear power plants (NPPs) needs to take due account of the potential for common cause 

failures (CCF) of items important to safety. As more digital Instrumentation and Control (I&C) systems 

are introduced in NPP designs, whether for new reactors or through design modifications or safety 

upgrades of operational ones, CCF considerations are of significant interest in I&C design safety. Causes 

of concern range from defects in software to engineering deficiencies in requirements and architectural 

specifications. These concerns have been exacerbated with the increased sharing of resources in the digital 

systems and increased networking, introducing dependencies across redundant channels and across lines 

of defense. There is a concern that traditional evaluation practice may not yield the evidence needed to 

assure that redundancy by replication of channels and defense-in-depth will not be compromised, and that 

the safety functions will be performed when demanded. CCF related challenges in the safety of plant 

designs were considered for the first time in relation to anticipated transients without scram (ATWS) in 

the 1960s. Historically, CCF consequence analysis, which originates from ATWS concerns, included the 

evaluation of the impact of the loss of the reactor trip function. However, as more safety functions are 

performed by digital I&C systems and the safety function related resources, such as communication 
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networks and power supplies are shared, the scope of safety functions affected by CCF has become larger, 

and the consequence analysis needs to be expanded; for example, engineered safety functions (ESFs) could 

be degraded by CCF.  

The objective of CCF consequence analysis is to identify affected safety functions and provide design 

requirements for diverse actuation systems. CCF coping analysis is the method to determine if the 

consequences of CCF are acceptable at the plant level. In the current practice of CCF coping analysis, 

postulated initiating event scenarios with failure of safety functions due to CCF are reviewed using best-

estimate methods. The result of the analysis provides detailed safety requirements, e.g., for diverse reactor 

trip and diverse ESF actuation. Thus, the design requirements of diverse actuation systems could vary 

depending on the degree of conservatism in the assumptions used in the CCF coping analysis. However, 

there is no clear guidance for validating the degree of conservatism of these assumptions and event 

scenarios used in the analysis. Recently, in some Member States, the requirements of a diverse system 

were changed because of the changes in the assumptions used in the CCF coping analysis.  

Another important topic is the I&C system architecture for diverse actuation systems to mitigate the effects 

of CCF. The vulnerabilities of I&C systems due to CCF have traditionally been addressed using defence 

in depth and diversity. A diverse actuation system has been widely applied to the I&C system to mitigate 

the effects of CCF. However, the regulatory position on the engineering requirements or the required level 

of diversity is not consistent across all Member States. For example, the resolution of the CCF issue 

through diversity in digital technologies is not easily admitted in some Member States. On the other side, 

new design approaches apply diversity inside the protection system architecture as well. 

Objectives 

The objective of the event is to provide a forum for Member States to exchange information on the state-

of-the art knowledge and experience on safety aspects of assessment and reduction of vulnerabilities to 

CCF in I&C systems, including opportunities for safety improvements, as well as challenges, including 

those related to licensing. The workshop will focus on sharing different experiences of development of 

CCF coping analysis, diverse actuation systems design, and conditions under which I&C system designs 

without diversity would be considered adequately safe.  

Target Audience 

Participation is solicited from staff members of regulatory bodies, NPP operators, utility organizations, 

design and engineering consultant organizations, as well as from international organizations engaged in 

activities related to NPP safety and regulation. To ensure maximum effectiveness in the exchange of 

information, participants should be actively involved in the subject of the event. 

The event is, in principle, open to all officially designated persons. The IAEA, however, reserves the right 

to restrict participation due to limitations imposed by the available facilities. It is, therefore, recommended 

that interested persons take the necessary steps for the official designation as early as possible. 
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Working Language(s) 

English. 

Topics 

The event will address recent experiences in Member States in specific areas related to safety aspects of 

assessment and reduction of vulnerabilities to CCF in I&C systems in NPPs. Topics to be covered will 

include, but not be limited to the following: 

Assessment of vulnerabilities to CCF: 

• Safety challenges in consequence analysis of CCF  

• Licensing issues in CCF coping analysis  

• Methods for CCF coping analysis. 

• Assumptions and event scenarios for CCF coping analysis. 

• Safety benefits of diverse actuation systems to mitigate the effects of CCF 

 

Reduction of vulnerabilities to CCF: 

• Strategies to cope with vulnerabilities to CCF  

• Safety challenges in I&C architecture design to prevent or mitigate CCF  

• Licensing issues related to diversity  

Diversity in the design of channels (inter channel diversity) 

Diversity through diverse digital platforms compared to diversity through a combination 

of digital and hardwired implementations. 

• State-of-the-art approaches for reducing vulnerabilities to CCF. 

  

Design techniques to mitigate the effects of CCF 

• Diverse actuation systems for the actuation of engineered safety systems (auxiliary 

feedwater system, safety injection system, etc.)  

• Manual diverse actuation switch  

• CCF detection and monitoring 

• Human factors engineering in the evaluation of CCF mitigation. 

Participation and Registration 

All persons wishing to participate in the event have to be designated by an IAEA Member State or should 

be members of organizations that have been invited to attend.  

In order to be designated by an IAEA Member State, participants are requested to send the Participation 

Form (Form A) to their competent national authority (e.g. Ministry of Foreign Affairs, Permanent Mission 

to the IAEA or National Atomic Energy Authority) for onward transmission to the IAEA by 18 July 2023. 

Participants who are members of an organization invited to attend are requested to send the Participation 

Form (Form A) through their organization to the IAEA by the above deadline. 



 

 

Page 4 

Selected participants will be informed in due course on the procedures to be followed with regard to 

administrative and financial matters.  

Participants are hereby informed that the personal data they submit will be processed in line with the 

Agency’s Personal Data and Privacy Policy and is collected solely for the purpose(s) of reviewing and 

assessing the application and to complete logistical arrangements where required. The IAEA may also use 

the contact details of Applicants to inform them of the IAEA’s scientific and technical publications, or the 

latest employment opportunities and current open vacancies at the IAEA. These secondary purposes are 

consistent with the IAEA’s mandate. 

Papers and Presentations 

The IAEA encourages participants to give presentations on the work of their respective institutions that 

falls under the topics listed above. 

Participants who wish to give presentations are requested to submit an abstract of their work. The abstract 

will be reviewed as part of the selection process for presentations. The abstract should be in A4 page 

format, should extend to no more than two pages (including figures and tables) and should not exceed 500 

words. It should be sent electronically to Mr Yun Goo Kim, the Scientific Secretary of the event (see 

contact details below), not later than 18 July 2023. Authors will be notified of the acceptance of their 

proposed presentations by 18 August 2023. 

In addition, participants have to submit the abstract together with the Participation Form (Form A) to 

their competent national authority (e.g. Ministry of Foreign Affairs, Permanent Mission to the IAEA or 

National Atomic Energy Authority) or their organization for onward transmission to the IAEA not later 

than 18 July 2023. 

Expenditures and Grants 

No registration fee is charged to participants. 

The IAEA is generally not in a position to bear the travel and other costs of participants in the event. The 

IAEA has, however, limited funds at its disposal to help meet the cost of attendance of certain participants. 

Upon specific request, such assistance may be offered to normally one participant per country, provided 

that, in the IAEA’s view, the participant will make an important contribution to the event. 

The application for financial support should be made using the Grant Application Form (Form C), which 

has to be stamped, signed and submitted by the competent national authority to the IAEA together with the 

Participation Form (Form A) by 18 July 2023. 

 

https://www.iaea.org/about/privacy-policy#:~:text=The%20IAEA%20is%20committed%20to,accountable%20and%20non%2Ddiscriminatory%20manner.&text=The%20Privacy%20Policy%20provides%20the,carrying%20out%20its%20mandated%20activities.
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Venue 

The event will be held at the Vienna International Centre (VIC), where the IAEA’s Headquarters are 

located. Participants must make their own travel and accommodation arrangements. 

General information on the VIC and other practical details, such as a list of hotels offering a reduced rate 

for IAEA participants, are listed on the following IAEA web page:  

www.iaea.org/events. 

Participants are advised to arrive at Checkpoint 1/Gate 1 of the VIC one hour before the start of the event 

on the first day in order to allow for timely registration. Participants will need to present an official photo 

identification document in order to be admitted to the VIC premises. 

Visas 

Participants who require a visa to enter Austria should submit the necessary application to the nearest 

diplomatic or consular representative of Austria at least four weeks before they travel to Austria. Since 

Austria is a Schengen State, persons requiring a visa will have to apply for a Schengen visa. In States where 

Austria has no diplomatic mission, visas can be obtained from the consular authority of a Schengen Partner 

State representing Austria in the country in question. 

IAEA Contacts 

Scientific Secretary: 

 

Mr Yun Goo Kim 

Division of Nuclear Installation Safety 

Department of Nuclear Safety and Security 

International Atomic Energy Agency 

Vienna International Centre 

PO Box 100 

1400 VIENNA 

AUSTRIA 

 

Tel.: +43 1 2600 21236 

Fax: +43 1 26007 

Email: Y.G.Kim@iaea.org 

 

http://www.iaea.org/events
mailto:Y.G.Kim@iaea.org
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Administrative Secretary: 

 

Ms Sanja Hadzic 

Division of Nuclear Installation Safety 

Department of Nuclear Safety and Security 

International Atomic Energy Agency 

Vienna International Centre 

PO Box 100 

1400 VIENNA 

AUSTRIA 

 

Tel.: +43 1 2600 25557 

Fax: +43 1 26007 

Email: S.Hadzic@iaea.org 

 

Subsequent correspondence on scientific matters should be sent to the Scientific Secretary and 

correspondence on other matters related to the event to the Administrative Secretary. 

Event Web Page 

Please visit the following IAEA web page regularly for new information regarding this event: 

www.iaea.org/events/EVT2103404 

 

mailto:S.Hadzic@iaea.org
http://www.iaea.org/events/EVT2103404

