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Nuclear Security

Prevention Detection Response
Why is Nuclear Security today an international concern?

d Since 9/11 the threat has changed.
1 Today Nuclear Terrorism is a real threat.
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Four Threats

* Theft of nuclear weapon

* Theft of material to make
improvised nuclear explosive & _dEN
device ‘ Wi ha

* Theft of other radioactive

material for radiological
dispersal device (RDD)

* Sabotage of facllity or
transport Soure
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Nuclear Security Plan
2002—-2005

 September 2001: IAEA General Conference
requests review of IAEA’s activities

* March 2002: Board of Governors approves ‘Plan
of Activities’: eight activity areas




uclear Security Plan
006—-2009

e September 2005: Board of Governors approves new
Nuclear Security Plan for next four years

 Estimated annual budget: $15m @ ©ue__

Board of Governors cov:

Dhe: 25 g 2005

 Three activity areas |

For efﬁ:lal use only

Muclear Security - Measures to Protect Against
Nuclear Terrorism
Progresz Report and Nuclear Security Plan for 2006-2009

Regort by the Director General

Govarors considarad the report smitiad Protection
ific md approved in principle fhe

n L= area of muclear GEI 02/10 anticipated that with the
{ 22 outpats could be daliverad within a period of three

=g The Bourd [equa,nad fhat fne Direcios General

vely
the nL-mm Ceemerz] to prepere am anmual repon
of tl:e previoas § goals and priorities for
Ceneral Conferance at ts 49t This report fulfils these raquirements by providing a review of
activities and achievements over the tin r period anticipated in GOV/2002/10 il
9. The Board in 2002 also 1

Recommended Action

+  Itis reconmended that the Board of Governors:
A take note of the Director Genaral's report;

b approve fh= Directar Genaral's proposal for a Muclear Security Blan for 2005-2008;




Three Activity Areas

* Information Management and Coordination

* Collection of data on illicit trafficking and nuclear security
Incidents
e Coordination with States and other international organizations

* Prevention
e Control on material: regulatory systems, SSACs*
* Protection of material, facilities, transport from theft and sabotage

* Nuclear security culture

 Detection & Response
* Detection of and response to incidents involving radioactive
material

* Radiation detection techniques and concepts
e Security at major public events
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International Instruments

Legally binding:

Convention on the
Physical Protection of
Nuclear Material &
Amendment

« Safeguards agreements
and additional protocols

« Convention on the
Suppression of Acts of
Nuclear Terrorism

o Security Council resolution
1540

e Security Council resolution
1373

Noﬁ-bin_ding:

e Code of Conduct on the
Safety and Security of
Radioactive Sources

Amendment to the Convention o
Physical Protection of Nuclear

Convention
on the Physical Protection

IAEA Intérnational Law i . £
aw Series No. 2 of Nuclear Material

CODE OF CONDUCT ON
THE SAFETY AND SECURITY OF
RADIOACTIVE SOURCES

TR A PR 22 S R A T S e I

CODE DE CONDUITE SUR
LA SURETE ET LA SECURITE
DES SOURCES RADIOACTIVES

KOOEKC NOBEOEHKMA NO
OBECNE4YEHWIKD BE3OMNACHOCTH M
COXPAHHOCTH PAOMOAKTHUBHbIX

WCTOYHWUKOB

CODIGO DE CONDUCTA
SOBRE SEGURIDAD TECNOLOGICA
Y FISICA DE LAS FUENTES
RADIACTIVAS
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Nuclear Security Support Programme

- - IPPAS
¢ AdVISOry SeI'VICeS tO aSSesSsS INTERNATIONAL PHYSICAL

PROTECTION ADVISORY. SERVICE
needs

e Human Resource
Development

e Guideline Development

e Upgrades of Technical
Capabillities

 Research & Development

e Information Exchange &
Analysis

e Cooperation & Coordination

Pivvicing advie and dssistancéto the




Advisory Services to Assess Needs

Nuclear Security Advisory Services

* INSServ — International Nuclear Security Advisory
Service

* IPPAS — International Physical Protection Adwsory
Service

 ITE — International Teams of Experts

Other Services
* IRRS — Integrated Regulatory Review Service

* ISSAS — I|AEA State System of
Accounting for and Control of Nuclear Material Advisory Service
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Human Resource Development

Education
‘Educational Programme

In Nuclear Security’
e Master of Science
* Certificate Training

Nl * General Training
e Specialized Training
e On-the-Job Training
Fellowships

Technical Visits




Target Audience

Policy Makers
Regulators
Operators
Carriers

Law Enforcement

Police, Customs
Intelligence
Border Guards

Emergency Responders
Military/Defence




Regional Nuclear Security TC Project

‘Developing Human Resources in Nuclear Security’
RER/9/102

Objective:

Increase capacity for nuclear security infrastructures

In States

Strategy:

Regional training courses, technical visits, on-the-job

Training and the implementation of international legal

Instruments

Fund:

Nuclear Security Fund (NSF)
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Developing Human Resources in Nuclear
Security - RER/9/102

e Physical Protection of ¢ Combating Illicit
Nuclear Material and Trafficking in Nuclear
Facilities, Czech and other Radioactive

Republic, 16-27 March Materials, Finland, 8-
11 June 2009
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Nuclear Security Support Centre

Objectives:

_ g Needs & Capacity
Implementation of Assessment

national training program

Establishment of nuclear
security knowledge
network

Enhancement of
coordination and
collaboration

Provision of services for
maintenance of
equipment

9 Training Facility

Training
Implementation

Q Technical Support

N
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Graded Approach to Capacity Building



Guideline Development — Nuclear Security Series

IAEA Nuclear Security Series No. 6

Technical Guidance

Combating lllicit Trafficking
in Nuclear and other
Radioactive Material

http://www-pub.iaea.org/MTCD/publications/ResultsPage.asp
(8)1AEA



Upgrading Technical Capabilities

* Physical protection upgrades

* Detection and response equipment at border
crossing and venues




Research & Development
Nuclear Security Coordinated Research Project

Improvements in Detection Nuclear Eorensics

Instrumentation Procedures & Techniques
* Radiation portal monitors » Categorization of nuclear
(BE /) , and other radioactive
' material
e Personal radiation

rs (PRD : j
detectors (PRDs) * Preservation of evidence

and for transportation of

e Radionuclide identification evidence

devices (RIDs)
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Information Exchange and Analysis

IAEA Illicit Trafficking
in Nuclcar Materials and Other Radioactive Sources
Incident Notification Form

Statos: (check one) TAEA ID#: I'Z QQZ - 3.. %
E Initial Notifieation sty the LAEA D i I fan wpdate, Dtherwis, cavs blenk)

[] Update of Previous Incident

| Send to:  LABA Illieit Trafficking Database Office
FAX: 43-1-2600-29250
E-mail: Icki

Enfestricied Distritiotlon. - - %y
' dissemizatedy the JAEA t parties usidle e Agents,

B 4

Date of I . Country: La'lh‘lnin
ol locldent; IS Mar02, fwhere ineident oceurl)
Nat " Lucation: 20 km from Utena town
ure ""“% Oy Y ot (cttien within the cowry, Sa, ¢y, tiper, Nighay, nil
e} waninn, ek
Nuelear Material
Teuch

[ Natural Uraninm B LEU (<20% U}
[) Depleted Uranium [} HEU {>20% *=U)

[J Thorium 0 vamn
] Other gspeciry) [ Plutenium
Isotopic Content:

[T E“I.r. %y contenf]
Qu antity: g

Chemical Description: .
[, LDy, Chmide, Meral, UFy, K1, iritisted waler, 323

*nare: | Bl disintagratien/s, | Ci=3.7x10""Bg

Physical Description:

lizm, zellets, powder, fiued ehemnmst. fiquid. aimensions, v |

of other suppart);
ste bar,

@ the led with lead. 8l

&l &

Incident  Incident Analysis I Amihutel INCIDENT - State has confirmed

Rating: vl

Analysis - Public: O 2000-04-19. Gieorgian autharities in Batumi seized 920 grams of highly enriched (about 30% U-235]U02 fuel = |
pellets. The pellet mass and geometry. together with the reported enrichment level, suggest that the pellsts were
from fast reactar buel. Four Georgian citizens, residents of Batumi, wers anested. Acording ta press reporting,
they were liying to smuggle the material into Turkey

Analysis - Confidential =]
REFORT: State / 2000-05-04 [20000504 State =] &l 208 5
Irevalved Materials | Part || of State F!epmll HepoltDocsflmagesl
Counted [

Report D ate: 2000-05-04 = Report Type: ISlale -
Material Origin State: ~| Material Origin Logation: |

[Department for 5 tandardization, Metrology and Certifisation of Georgia

Report Source:

Chemical Description: ILInkann

Physical Description: [ Fragments and 380 unbroken pills with central hole 1.8 mm. The weight of sach pill is approx. 2,4 0. h+33 £ 0,3

Agency Comments Or 2000-05-D4, the IAEA received a notificaiton from Georgia about a seizure of HEL (30 U-235] in batumi on ;I
19 april 2000, Detailed laboratory analysis of the material was attached to the report.
El
State Part 1 -
Comments: _I

During 1993-2007, States reported to the ITDB the total of 1340 incidents

@ Nuclear Material

0O Both Nuclear and Other Radioactive Material 00 Radioactively Contaminated Material

m Cther/Unknown

m Cther Radioactive Material
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Cooperation with International Organizations

e’k\} UNITED NATIONS
NS¥¥ Office on Drugs and Crime

<

WES D CLENOME CrRARIEATON
T ESFTR RO WO DIFTLE DS SOt R

UMNITED NATIONS INTERREGIGMN AL CRIME
AND JUSTIECE RESEARCH INSTITUTE



Coordination
JAEA Sponsored Conferences

* International Symposium on Nuclear Security
30 March—April 2009, IAEA HQs, Vienna

 lllicit Nuclear Trafficking: Collective Experience & the
Way Forward (Edinburgh, 2007)

* Nuclear Regulatory Systems (Moscow, 2006)

e Safety and Security of Sources (Bordeaux, 2005)
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Conclusion

The |IAEA has developed a
comprehensive Nuclear Security Plan,
Including an extensive assistance
programme, to support, upon request,
States In their efforts to establish and
maintain sustainable nuclear security
regimes.
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a.braunegger.quelich@iaea.org ..
NSNS —TC Liaison Officer




